MoIiieHHUKH B KHﬁEpHpOCTpaHCTBe H KaK UM IIpOTPIBOCTOHTL!

Bce wuyame MOIIEHHMKH I TOJIY4YE€HUs JOCTyIla K IEPCOHAIbHBIM
JAHHBIM, PEKBU3UTaM OaHKOBCKHMX IJIATEKHBIX KapTOUEK, MAPOJISIM U JIPYrou
KOH(PUJICHIMAIbHON  WH(GOPMAIIMK  UCHOJIB3YIOT  METOJABl  «COI[MAJILHOMU
WH)XCHEPUW»: HE B3JIaMbIBAIOT YCTPOMCTBA, a BBIMAHMBAIOT HYKHYIO
uH(pOopMalrIo, UCTIOB3Yys Bamm smouuu.

Hanpumep, 3JI0yMBINUIEHHUK CBSI3BIBAETCA C JIEPIKATEIIEM KapTOUYKHU
MOCPEJICTBOM TeJIeOHHOTO 3BOHKA WMJIM CO B3JIOMAaHHOTO aKKayHTa Apyra,
POIACTBEHHMKA WJIM 3HAKOMOIO B COLIMAIBHBIX CETAX. B Xome 3BOHKA WM
IEPENUCKN MOILLICHHUK:

1. OnuchiBa€T CBOK  CIIOKHYIO
JKA3HCHHYIO CUTYAIMI0 U MNPOCUT IMOMOYb
€My MaTepHUaJIbHO;

2.  llpencraBnsercss paOOTHUKOM
OaHKa, «3aITyTUBAET JIOKHOM
uH(dopMaIel 0 COMHUTENBHBIX OTEepPaIIUsIX
c OaHKOBCKOW TUIaTeKHOW KapTOYKOMH
(HaIMYUU 3asiBKM HAa KPEIUT, OJOKUPOBKE
cueTa WM MOIIEHHUYECKUX aTakax), W
IpeUIaraeT Juisi COXPAaHEHUs OCTABIIMXCA JAEHEXKHBIX CPEACTB NEPEBECTH UX HA
HOBBIM CYET;

3.  Ilpencrasnsercs NOTEHIHAIBHBIM MOKYIIATEJIEM TOBAapA,
OOBSABIICHHE O TPOJAXKE KOTOPOTo OBLIO pa3MEIECHO Jep)KaTelieM KapTOYKH B
CeTH MHTEPHET (Hanbosiee MOoMysIpHBI TIaTGOPMBI 1O TIpoaxe 0/y Bele).

CueHapuu MOryT ObITh PpPa3HbIMH, a HUTOI OJUH: [Iep:KaTesb
KAPTOYKHM CAMOCTOSITEJIbHO NMPEAOCTABJISACT BCe CEKPETHbIE JaHHbIE, KOAbI
U3 CMC-CO000IIeHUIT 0aHKA, JIOTHH U NMAPOJIN.

IHomuuTe! Takme ciaydyam He OTHOCATCH K HNPHUHIMILY «HYJEBOH
OTBETCTBEHHOCTH» JepP:KaTe/sl KAPTOYKHU, TAK KAK KOH(pUICHUHAIbHbIE
JAHHbIE 3JIOYMBILIJICHHUKY COOOILIIUJI OH CaM.

Oopamaem Bame BHMMaHMe, YTO Tede(OHHbIM HOMEP MOLICHHUKA
MO:KeT OBITh MOXO0K HA TejeoHHbIH HOMep baHka M OoTIMYATHCH OAHOM
WIH HECKOJILKUMHU 1 pamu.

HNuorpa, nedcTBUTEIBbHO, TPeOyeTcsl MOJIyYeHHEe KOMMEHTApHEB OT
AepaxaTeia KAPTOYKH MO0 (PaKTy COBepLICHUS Olepauuu, KoOTopas
SIBJISIETCH COMHUTEIbHOM A banka. B takom ciayyae bank HanpasJsier
Ha TejedoHHbIE HoOMep KJauMeHTa SMS-coo0menue ¢ npochOOit
nepe3BOHUTH B LleHTp KiIMeHTCcKOM mogaepxku banka.

O6e3onacuTh ce0s1 OT JAaHHOI'O THIIA MOIIEHHHMYECTBA MOKHO, COOJIFO1ast
IIPOCTHIE MEPBI O€30MAaCHOCTH M TIPOSIBIISIS Pa3yMHYI0 OUTEIbHOCTh. Ecin Bar
coOeCeIHUK MPEACTaBUICA COTPYJHUKOM OaHKa M TBITAETCA MOJYyYUTh




MEPCOHAJIBHBIE JAaHHBIE, PEKOMEHIYEM HE3aMEJIUTEIIBHO 3aBEPIINTh TUAJIOT U
caMOCTOSATENIbHO 00patuthcsi B baHk 1Mo HoMepy, ykazaHHoMy Ha Bareit
OaHKOBCKOM KapTe.

He OyabTe wu3/MIIHE J0BEPYUBHIMHU, He COBepuIaiiTe IeilCTBHI,
KOTOpPbIe CIIOCOOCTBYIOT Nepefaade KOH(PUACHIMAIBHBIX JAHHBIX TPEThbUM
Janam!

BoT HECKOIBKO MPOCTHIX COBETOB, COOIIOJICHUE KOTOPBIX, MO3BOJIUT HE
CTaTh KEPTBOU 3JI0YMBIIIIICHHUKOB:

1. [lepen Tem, Kak OTKIMKHYThCS Ha MPOCHOY JApyra B COLMAIBHOMN
CETH, CO3BOHMTECh C HUM WJIM HaWIWTe CHOcOO0 YOeauThCs B TOM, YTO €ro
aKKayHT HE B3JIOMaH (3a/1aifiTe Apyry BOMPOC, OTBET HA KOTOPHIN 3HAETE TOJIBKO
BBl 002);

2. Y 0aHKOB HET COBMECTHBIX KOHTAaKTHBIX IIEHTPOB M CIIYXkKO
0€30IacCHOCTH, CJIEAOBATEIbHO, MEPEKIIOUYEHUE MEXKIYy HHUMHU HEBO3MOXKHO.
Ecnau 3BOHSIIMI TOBOPUT O TAKOM «IIEPEKIIOUEHUU», MPEPBUTE PA3roBOp U
nepe3BoHUTE B baHk 10 ykazaHHOMY Ha 0aHKOBCKOM KapTe WU O(pUIHaTIbHOM
calTe HOMEpaw,

3. Ecam cMmc-coobmieHne o MmoI03pHUTENIbHOM OMepanuy M0 KapTOUKe
MPUXOJIUT B HOBYIO BETKY IEPEINUCKH, B KOTOPOM paHee HE ObLIO COOOIIECHMI
oT baHka — 3TO MOBOJI yTOUHUTH €€ JOCTOBEPHOCTh U MEPE3BOHUTH B baHK;

4, PaboTHuku baHka HUKOrJa HE MPOCAT O3BYUYUTh CMC-KO/JI, KOTOPBI
HEOOXOJIUM JIJIsi TOATBEPHKCHUS COBEPIIICHUSI OAHKOBCKOW OTEpalyu, a TaKkKe
HUKOT/Ia HE€ CIpAIUBAIOT JIOTMH WIM MapoJib [Jisi BXOJa B CHUCTEMY
JTUCTAHIIMOHHOTO OaHKOBCKOro oOciykuBanusi (MHTepHeT-0aHKMHT, M-
OaHkMHT W apyrue). B Takoil cutyanuu HEMEIJICHHO TMPEPBUTE Pa3rOBOp H
CBsDKUTECH ¢ baHkoMm;

5. HukoMy m HUKOTHAa HE COOOIaiTe JaHHBIE CBOEH KapTOYKH W
BCETJIa JICPKUTE €€ B M0JI€ 3pCHUS MPU COBEPILICHUU TIIaTEkKEH;

6. O0s3arensHO noakiIroUnTe 3D-secure 1 CMC-OMOBEIICHUE;

1. Hcnons3yiiTe TONBKO OQUUMAIBHBIN calT baHka 1 BXxoma B
cuctemy MHTepHeT-0aHKMHTa Wik 0(QUIIMAIBHOE MOOMIIBHOE MPUIIOKEHHUE;

8. PerynspHo oOHOBIsAWTE NapoJi, HCIOJIb3yeMbIE IS BXOJa B

CUCTEMY JIUCTAHIIMOHHOTO OAHKOBCKOTO OOCHTY)KMBaHUSA, a Takxke s
MOJATBEPKIACHHUS TIJIATEIKEH;

Q. B cimyyae BBIBICHHS NEUCTBUM MO KapTOYKE, KOTOPHIE BAMHU HE
COBEpILIATUCh, HEOOXOJUMO  OMNepaTUBHO oOpaTuTcs B  baHk  wiH
CaMOCTOSTENIbHO 3a0JIOKMPOBAaTh KAPTOYKY B CHUCTEME JAUCTAHIMOHHOTO
OAHKOBCKOTO OOCTY>KUBaHUSI.



PaccMoTpuM camble pacnpocTpaHeHHble CXeMbl MOIIIEHHUYeCTBa
ceifyac:

1. «3BOHOK U3 banka»

Bam 3BOHUT HE3HAKOMEII. Howmep
BXOJSIIIETO 3BOHKAa OYEHb IOX0X Ha HOMEp
OaHKa, a 3BOHSAIINMN MPEJCTABISIETCS pa0OTHUKOM
KOHTaKT-LIEHTpa WKW CIy>KObl 0€30MacCHOCTH
OaHKa.

s peanuzanuy MOIIEHHUYECKOM CXEMBI Belarus Bank
TaKk)K€ HCIONIB3YIOTCS MECCEHKEpBI, IPexkIe il ot
Bcero Viber. Bxomsmmii 3BOHOK MaKCHMaJbHO

3aKaMy(QIMpOBaH MO 3BOHOK COTPY/IHMKA OaHKa: * Number not in your contacts
Ha aBaTapke MOXET WCIOJIb30BATHCS JIOTOTHUII
Oanka  (MOJHOCTHIO  WJIM  YAacTUYHO), a i e

oToOpakaeMblii TeJae(OHHBIM HOMEP 3BOHSIIETO
MOXXET OBITh OYEHb MOXO0XK Ha TeAePOH CIYKOBI
MOICP)KKY OaHKa.

Y  MOIIEHHUKOB  €CTh  BO3MOXHOCTH
3BOHUTH C HOMEPOB, MOXOKHUX HA O(PHUIUATIHHBIC
HOMEepa ©OaHka. 3JIOyMBINIJICHHUKH  MEHSIOT
i@ psl B HOMEPE, KOTOPHIE BbI MOXKETE HE 3aMETUTb.

Y Bac npocaT KOH(pUACHIUAIbHbIC JAHHbIE

MorieHHUK cOOOIIaeT, 4YTO «OaHK BBISSBUJ MOJO3PUTEIBHYIO OIEpallUio
no Bareii kapTe» UM «OCTyNUI 3apoc Ha OHJIAH-OQOpMIIEHHE KpeauTa Ha
Bame nms».

OH mpocHT y Bac JIOTMH U napoib oT MHTepHeT-0ankuHra, Koa u3 SMS
ot banka (B OOJBIIMHCTBE CIly4aeB COMPOBOXKIaeMblid ¢pazoit «Hukomy He
cooO1aire!»), peKBU3UTHI KapThl (TTOJTHBI HOMEP KapThl U CPOK €€ JICUCTBUSI,
CVV- unun CVC-ko). DTO HY>KHO SKOOBI «IJIs1 COXPAaHHOCTH BalllUX JACHE.

Kak MomeHHHK nbITaeTca Bac yoeauThb

. «Mui 360HUM ¢ ohuyuanvbHO20 HOMEPA, NPosepbme HA catimey.

. «B yensax rxounguoenyuanvHocmu s exknouailo poboma, KOMopbwlu
3awumum eawiu OarHwvle» (BBl CIBIIINTE B TPYyOKe JIETKUI 1IeTIecT).

. Jlnst yOenuTeabHOCTH OH Ha3bIBAeT Ballld MEPCOHAIBHBIC JTaHHBIC

(ums1, oT4yecTBO, mociennue 4 1u@pbl KapThl U Jp.) U MPOCUT TEPEBECTH
NEHbIU «HA 3AUWUUEHHBII Cuem, KOMOpbll 3aKPEeniéH 3a NepCOHANbHbIM
MEHEOHCEePOM: DMO HYIHCHO O 0e30nacHOCmu, a NOMOM 8bl CMOdCeme
BEPHYMb OEHb2UY.

. WNnu mpocut Ha3BaTh BalllM MEPCOHATBHBIC JTAHHBIE WJIM CEKPETHBIE
KoJ6I 13 SMS po060Ty, Mpr 3TOM B TPYOKE BBI CIBIIIUTE MY3bIKY.
. Bam npepnararor yciayrm CTPaxOBKH OT  MOIICHHUYECKHUX

nevictBuid. [ ee opopmieHUsS HEOOXOIUMO NMPEAOCTaBUTh JaHHBIC O KapTe,



Ha KOTOPOW HaxOATCS 3HAYUTENbHBIC JACHEXKHBIE cpelnctBa U SMS-kox s
MIOJTBEPKIACHUS OTNICPaLINH.

Ba:xxno! Hukomy He cooOmalite CBOM JIMYHBIC JaHHBIC, JaHHBIE KapT,
3alIUTHBIC KOAbI, KOJbl 13 SMS! Eciu ¢ kapToil, AeHCTBUTEIBHO, TPOUCXOAAT
MOIIIEHHUYECKHUE Orepainu, baHk caM MOXKeT ee 3a0JI0KUpPOBATH!

2. «IloTeHIHAJIbHBIN MMOKYATEJb)

MOollIeHHUK NPEaCTaBIISIETC
MOTCHIINAIILHBIM MOKYyTaTeJIeM
TOBapa, OOBSABICHUE O MPOJAKE
KOTOPOTO OBLJIO pa3MeIIeHO BaMH
B cetd uHTepHET. [lo kKakum-TO
NpUYUHAM  «IIOKYIATeNIb»  HE
MOYET CETOJIHSI IPUBE3TH JICHBIU,
HO XOYET MPHCIaTh BaM 3aJIOT U3
Ipyroro ropoja IO CHCTEME
NUCTAHIIMOHHOTO 0OaHKOBCKOIO

00CITyKUBaHUS.

Ccbuika

Jns mpoBEpKM IIOCTYIUICHUS MEPEBOJA MOLICHHUK HAIpPaBJIsSECT BaMm
CCBUIKY Ha (DUINMHTOBBIA CalT, KOTOPHIA OUYEHb OJIM30K MO AW3ailHy Ha
UCIIOJIb3YEMBIII BaMU MHTEpPHET-OaHK WM CTPAHMIY JUIsl BBOAA PEKBU3UTOB
KApTOYKH ISl TIOJyYEHUSI YK€ OTIPABJIEHHOIO IMEPEBOJIAa JACHEKHBIX CPEICTB.
[locne BBeaeHUss BaMH B MOJS (PUIIMHIOBOTO CaiiTa MapoJis U JIOTMHA WM
PEKBU3UTOB Balllel KAPTOYKH, JAHHBIE CTAHOBATCS JOCTYIIHBI MOLLICHHUKY .

QR-kox

BmecTo cCchUIKM MOIIEHHHK MOXET HampaBuTh BaM QR-koj, KOTOpBIii
TaK)Xe XpaHUT B ceOe CChUIKy Ha (DUIIUHTOBBIN cailT. [locie BBeneHus BaMu B
1oJisi PUIIMHTOBOTO CaiiTa MapoJisd U JIOTUHA WJIM PEKBU3UTOB Balllel KapTOUKH,
JTAHHBIE CTAHOBATCS JOCTYITHBI MOIIIEHHUKY.

Ba:kno! He nepexoaure no nono3purenbHbIM ceblikaMm. st BeO-Bepcuu
WNuTepHeT-0aHKUHra HUCMONB3YHTE TOJBKO oduimanbHbli callT banka, a s
MOOUJIBHOM BEPCUM — TOJBKO MOOWIIBHOE MPUIOKEHHUE, 3arpyKEHHOE U3
ouIMaIbHBIX MarasuHoB. BHUMaTEIbHO M3y4UTE CalT, HA KOTOPOM BBOJMTE
augHbIe JaHHble. O0s3aTeIbHO MPOBEPHTE HATUYNE TAKOTO CaliTa B UHTEPHETE.

3anomuure! /i  monydeHWss mnepeBoAa  JEHEKHBIX CPEIACTB  HET
HEO0OXOAMMOCTH BBOAUTH CPOK AecTBuUs KapThl 1 CVV-koz.

3.  «CooOuieHusi B COUAIBHBIX
ceTAX»

MOIlIIEHHUK  HE3aKOHHBIM  MYTEM
IIOJIy4aeT  JOCTylnl K  CTpaHM4YKE B
COLUAIBHOMU CeTH 151 OTIIPABJISAET




COOOIlIeHNsT ¢ Tpoch0O (PUHAHCOBOM MOMOIIM OT HMMEHHM €€ BIIAJeIblia
IPY3bsIM.

[Ipocbba MoxeT ObITh camas pa3Hasi: OT «CKMHb MHE JIEHET Ha KapTy, 110
Ipyxk0e» 10 HeXBaTKW JEHEer Ha OOJbIIyI0 MOKYNKy. B penkux ciayuasx
MOILIEHHUK Jla)k€ IPOCUT NPOU3BECTH OIUIATy CaMOCTOATEIbHO, o00emas
BO3MECTHUTH 3aTPAThl IPU JTUYHOU BCTpEUE.

Ba:kno! [Ipy nosiydeHUM COMHHTEIBHOIO COOOLIEHUS WIM Majehiein
HEYBEPEHHOCTH B TOM, YTO BBl JIEUCTBUTEIBHO OOIIAETECH C BIAJEIBLEM
CTPaHUYKHU, [I0O3BOHUTE EMY.

4.  «Pospirpbimm/pazgaun/onpocsl  or baHka  WAaM MHBIX
OpraHu3anuin
MOILIIEHHUKM ~ OCTaBJISAKOT  BBIAYMAaHHYIO
CeropW# Viber npurnawaer ecex pekjiaMy B TNOMYJISPHBIX COLMAJIBHBIX CETAX 00
Ha npasgHuK !
W ompoce or MMeHM banka u «Pasmaye npusoB
Sl SR nepoii 1000 mpolireamux omnpoc!» Wik 0 ToM,
YYaCTHUKOB He yuaeT 6e3 o
nonapka! YTO B CBSI3M s roAoBHIMHOW banka mmbo0 MHBIM
yaacrsosaru: 3HQYMMBIM MEPONIPUATHUEM, IOCIEIHUNA pa3nacT
www.viber-promotion .com
CBOMM KJIMEHTaM JIeHEKHbIe npu3bl. Llens onpoca

QViber — AKOOBI M3y4MTh MHEHHE KIUEHTOB. Ilocie
10 JIET BMECTE POXOXKJICHHUsI OIMpoca OpraHu3aTop oOemaeT
[IAPUM TMOAAPKM JIEHE)KHOE BO3HArpa)xacHUE.

S Opnako, mociae MNPOXOXKIAEHUA Ompoca
HEOOXOJIUMO 3aIlJIaATUTh HEOOJIBIIYI) KOMHCCHIO,
CBSI3aHHYIO C MEPEUYUCICHHEM BO3HArpaXJACHUS
a100 C LETBI0 MOJYYEHHUs MOCJIEIHETO — BBECTU
naHHble Bareit 6aHKOBCKOM KapThl.
JlaHHBI Kelc oOYeHb pa3HooOpa3eH u
@  orpanuumBaercs TOJIBKO BOOOpakeHHEM
MOILIEHHUKOB. Bwmecto orpoca MOJKET
npeiaratbCsi BO3MEILIEHUE HAJOTOBBIX BBIIIIAT,
KOMIIEHCAIlMsl 32 HaJIUM4Me BalluX JIaHHBIX B 0a3e «YyT€UKW» U HHbBIC
MaxuHaIIWH.
Ba:xkno! I[loceture  oduiuanbHyl0  CTpaHHWIly OpraHU3AIMH  WJIU
MO3BOHUTE B KOHTAKT-IEHTP ISl TPOBEPKU HAMYHUS aKIMW, PO3BITPHIIIA WU
ornpoca.

3ABPATH MOAAPOK

10 net BmecTe!



